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Why is Maritime Cyber Security important
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Why is Maritime Cyber Security important

E: &% (Information Technology, IT) 2 #{E# i (Operational Technology, OT) % #t Y& Bl £2 & Bk 14 -

ERER (1) 2AEEEEERNZERFIEE - AINE LERANEAER - 78S - aBEERE - UAREERNAL
Wi-Fi BSEHZRAIZEAR - EEERNBAERMEREM - SR80S ~ iE IS @Al -

BRER (o7) 2R S EREESIEFRIERRENAERNEEMEGE - S/ ABSRN—&7D - DBEIIRIT RAELT -
B EIEEIES I Z MR LRIEHIRA - EMARM - HEEENEEZS - EVEERS L2 EFHERIZS - Dk LE
fith B8l S 22476

B L T oT R E DB - BEREEECTAERERZRIRIN - IT/OTRE Z BT AREFEM -

ﬁﬂﬁ%ﬁggﬁéggﬁﬁﬁ%ﬁﬁﬁﬁééi%ﬁE/\Jj:ytﬁji ’ 'f%/_\% . Information Technology (IT)

AL - RRELR IT F] OT A BB EHRIFL KR IRE - W OT HAAYE
i iRITEY - ARELRE ISR ILRER IT Ak

_ \ g . On-shore ~ . Administration, ts, lists, etc.
WEERA : 262 EIEEEEE . SEBENEEKREAS AR orpaon [ AdmInstaton, accouns, e s, et
ImAREE © OT R UBEEAR 1T AAAFBEENIGETTHIRSEEE - ( _— * Spares management and requisitioning
38 v NN = Py == e = Electronic manuals and certificates
Bi@E T K ERPUAERE /N 7  lectronc man.
BER2ER : OT AGNHRIRALLM L ABHNZE  BISRENNNE :  Charter pary, noticeof readiness, e
E%}ﬁ%j{@ﬁ/@ ) . e -'h § Sak Tl Operation Technology (OT)

« PLCs, SCADA
= On-board measurement and control
« ECDIS, GPS

= Remote support for engines

HhiEsEEbE - HEEMINTS Y OT 2MAER FHAMA&ZE T olgES | A
RNANRYRIE -

« Data loggers
= Engine and cargo control

« Dynamic positioning, etc.
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https://www.dnv.com/maritime/insights/topics/maritime-cyber-security/
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Common Cyber threat in Maritime

N/
)
llin|

SEFHGSEBABRE - LHETHEHENAR

. ?ﬁlgﬂﬁﬁ@% (Phishing) F1B& X = 4888 28 (Spear Phishing) : ZEiBEET ¥t B RENS R & IE N ZHUHE
ifl

« FJZEBNEE (Ransomware) : MR ZRFAN EKEE A BckFHE -

- PHERRRFS (DoS) WEE : BIRA M EN=ZEPE -

- AERELE (Insider Threats) : MMER NIRRT AEARE -

- REEHEVEE (Malware) : BEBE M C2ANER -

« GPS HiBR (GPS Spoofing) : FREEM A AENRNUENMD -

MFERFEEWESHREEN - BE2024F L3 F - ZIKSHB181,800E Mafdm & B 1R - & il
23,400 X BEMAS - LE178RERMASINE - LIREMBS00ERKBSfF - FrilE B = eliE
AR ENRBREE - MRAYE R ENIEREAE UGS ERNBEBRIAES RS -

(Nautilus shipping, Maritime Cybersecurity: Essential Strategies and Insights)
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https://www.nautilusshipping.com/news-and-insights/maritime-cybersecurity-and-cyber-risk-management-safeguarding-ships-and-systems
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Common Cyber threat in Maritime

SEXREZHAZSMAEERA - SBENABREZE) %“’\,ﬁﬁ’ﬂﬁﬁﬁ ) ,ﬁirt%%ﬁﬁ’ﬂﬁﬂﬁ'ﬁ » IR
BZEXCMARAZEFNGE - EEMAKFABRNENZRINERIR

« ARRWERIEIE[EE:  WEOI oA IFRHIEINE (QD ﬁn@@jthotPetyaEﬂ%ﬁkﬁglﬁl ) A

=]

BTN ZE - BRIWNEFEAEERE8NE (DRPE  ”s )  KNHE - 7 - @R
RY AR - REFBEFTHPEEARFS ( DoS/DDoS ) FWE - HIENERT E,Zfé}_ﬁ?% B -

SRR AR B U E P ER - WEE TIBEREBI AW SR -

« ETEY OT RAFHIEES © EEETY OT AMAKNEBRER DM LR - EEERASTEM - OT R4/ .
BB OE S BNEE (#R £k USB BB TR ) SIAMNRBEEGS @ SRERBERASIRE -
B2 —IHMEMB ECDIS ( EFBEMNASM AR ) BHRs - EREKRIERTUENE T55= ;m
ToER - HARIRHGE MBI MEIZ 510 A B H S BRAY USB BES K i

. er¥1 IT RBIEE | ITEAMHNBES S =L - EEBSAERENABBENIRIESHR - B0
EEHRENLEEBRAMNSERLE - EERELZE - AIMEARIKISERMBE - 3&5545 ’
/ﬁﬁniaﬁ‘ﬁﬁzwﬂ ML BBEREWE  BEEEAXRTE BB /\&ﬁaﬁﬁﬁi1 Vit ES

1t TEHEMERFAESAESEBEEN @ RN EC g SIS E HEE P& -
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Role of the International Maritime Organization (IMO)

REEHEE (IMO) E2ESHBLE AN EESFEEE -

2017561 - 5!—3§£3r§%98 Z:%(MSC 98) #i#BMSC.428(98)it R i%- (ZEEREAMTHBSHBEME

$2) (Maritime Cyber Risk Management in Safety Management Systerns o B & EIBUR B ARTE R ARE) 22 2 E 18 5
#t (SMS) hEE EIBAIEEM - WEKPIARMEEERER2021F1IAIHENER AT arAFEERERET
EFRE -

IESh - IMO 1387 © MSC-FAL.1/Circ.3 5B (BSEREEPREIEXRER]) Guidelines on maritime cyber risk
management - IR S EREE - IREIAREPHEE = BUAN S Y 48 1S 2l B AR -

BRI FERE rAEEIREENOEERSR - OZS2RANEREERES - & IMO EEUNZEMERE
EEEEMAEBAEN

> 350 (Identify) : FEERARRINL/BS S EE MBS ER -
> {3 (Protect) : BHERIZHFRAER - WHEEZE -
> {538 (Detect) : B/E - BHMARE RS BIESE4FEREE -
> [E% (Respond) : B/ - BHiFIAT2UE M LURKER MBS S4B A KB EE M2 - |
> &I (Recover) : BAIMBHIREMN FEIES ( QB ) FEEH - Home
LIRS RS EEAS RS YARARNES  TTRZ2MBENME  CEYARRAKRESZEY -
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https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/Resolution MSC.428(98).pdf
https://wwwcdn.imo.org/localresources/en/OurWork/Security/Documents/MSC-FAL.1-Circ.3-Rev.3.pdf

H {th B R AR E AR 2R AV B F

NIST &8 ﬁtéﬂ:m : 2B B AR I oA S5 (NIST) AR Z &R (k- fReE ~ =R - [OIfE - 12
J? ) WMEZIER - PR ER S B AR A i Y 48 B @BZET%@HEE - ZIERE R EFIFENGEE - 59t ~ of

REE MR E - \/H%EMQ}\HBMH:'EML*E Bl - FELEENAEEZE=EP/0EFHERER 4000 &RAKL
Tﬂ‘&ﬁ’]]\& AR N EMER E/\Tﬁé/ﬂu ;

ISO/IEC 27001 : —IBEEHZEZEEHE 4% ( ISMS ) B IEERH -

FE ISO/IEC 27001 EREAGCE I AR EEANTHEANEENERZE2HENEN - e &
EEEMRE - B %f”“*ﬂ TR A - BIFEAE ~ BERAEM - THESEGER - ARFENE
=S 1LE -

IACS #—223K : BIRRMaakt e (IACS) 2 mEr ¥R —2KUnified Requirements (UR) E26
( AEARAESEM ) AIER MR =EREEA UR E27 ( feE A R EREIRE N ) stEHME AR
MEE AR T AR - BKE2024F 71 HEE FE MM IT - [BEIRE/MMoIBREERA -

B EMARKZE | IAPH B2020FHREEE - BiUtiRS FrEHAENREBZ AR - 2SR50 1 E
RERRZESREAREZEEENEREN - REEI— E C[EJNoEE - M7 AR B R P ' 3 B P S A R 8 -
AR EREEARSENE TSRS  MEER ITAS, 88 - BT BOMERE - IBHAE -
AR EEMMEREZ 28 AN ENE REE -

/lz
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https://www.nist.gov/cyberframework
https://www.iso.org/standard/27001
https://iacs.org.uk/news/iacs-adopts-new-requirements-on-cyber-safety/
http://old.iacs.org.uk/download/14104
http://old.iacs.org.uk/download/14105
https://sustainableworldports.org/wp-content/uploads/IAPH-Port-Community-Cyber-Security-Report-Q2-2020.pdf

HitttA 5L R EER

BREAS < 2016/1148 (NIS 1#5<) £ NIS 2 152 : BREE LT/ EH AL RE Al R AR E RN - W
s ’_E_EEEP? EmEARFEER - EﬁnJﬂT JIJE@FJ%/ SHEZETEENNETE

ZEBEZEE K (USCG) EMmAlfafimams (NVIC) 01-20 : EIEfE5|#E (B ERZRIEE
TSA)) RERMAVARREMRIELER e BEREPHRBINNABXIEASIA F#evRE -

|||

@I CGEOMBOZMAREZETEHERIER)  EhieEatlsmMil=EEE « BEx—
S%HE - E__T‘I%BZ% B ORRE/EET/ RS/ LX&%EZ‘E}E\E% (BIESEEEE ) HEN
i HEZR
5
= B)

sefntm e (Bureau Veritas) NR 659 388l . HABISRAG = (BV)R SN — BRI EEZR - &
MEREBETHERE - FIMNERMEE ¥ —E CHART (Cyber Health Assessment Report Tool) #9 L
B ARFHEMrAEREEZFMT -

HERESERELZEE (CRM) BEEFBENRFEESHEEEETAER  EIREASREHA
RIFRERRE FERAVNEER AN aZNAEZEHEEENES

BUEEMERS (DCSA) sl =Z = EEisR v1.0 | BIRFAIRZSEHMREREARRER S8
EAMNEBERAN@NARZERIEEENES]
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https://www.legislation.gov.uk/eudr/2016/1148/contents
https://www.federalregister.gov/documents/2020/03/20/2020-05823/navigation-and-vessel-inspection-circular-nvic-01-20-guidelines-for-addressing-cyber-risks-at
https://assets.publishing.service.gov.uk/media/5e284eefe5274a6c3ee68fcd/cyber-security-for-ports-and-port-systems-code-of-practice.pdf
https://www.google.com/url?sa=E&q=https%3A%2F%2Fmarine-offshore.bureauveritas.com%2Fnr659-rules-cyber-security-classification-marine-units
https://cirm.org/api/documents/download/73?documents/January2024/2cgOFB63aQhJoezRW7BR.pdf
https://go.dcsa.org/implementation-guide-for-cyber-security-on-vessels-1.0
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Source: Eryk Waligora, Global Taiwan Brief Vol. 10, Issue 14.
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https://globaltaiwan.org/issues/vol-10-issue-14/
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https://globaltaiwan.org/issues/vol-10-issue-14/
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https://www.maritimeglobalsecurity.org/media/g3qlxdaw/2024-11-14-guidelines_on_cyber_security-v5-final.pdf
https://www.nautilusshipping.com/news-and-insights/maritime-cybersecurity-and-cyber-risk-management-safeguarding-ships-and-systems
https://globaltaiwan.org/issues/vol-10-issue-14/
https://iacs.org.uk/news/iacs-adopts-new-requirements-on-cyber-safety/
https://sustainableworldports.org/wp-content/uploads/IAPH-Cybersecurity-Guidelines-version-1_0.pdf
https://www.txone.com/blog/protecting-global-trade-from-rising-maritime-risks/
https://www.imo.org/en/mediacentre/pages/whatsnew-2278.aspx%20https:/www.imo.org/en/mediacentre/pressbriefings/pages/hong-kong-convention-entry-into-force.aspx%20https:/www.imo.org/en/MediaCentre/Pages/WhatsNew-2278.aspx%20https:/www.rivieramm.com/news-content-hub/shipping-in-watch-and-see-mode-as-tanker-rates-surge-on-middle-east-routes-85197
https://www.maritime-cybersecurity.com/
https://www.maritime-cybersecurity.com/National_Maritime_Cybersecurity_Plan.html
https://www.watchsoft.com.tw/page-F_ShareArticle_Content-04.html
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